ACCESSING THE OAG NETWORK REMOTELY
FROM A PERSONAL iOS DEVICE

Remote access to the OAG can be accomplished via a portable hand-held iOS Apple device. In order to
successfully access the OAG network from a personal iOS device, the device must be configured with the
following applications:

F5 BIG-IP Edge Client (free)
Jump Desktop ($14.99)
Internet Access

Internet Browser (e.g. Safari)

To install these applications, please follow the steps in Part I. If you already have the applications
installed, skip to Part Il.

Part | - DOWNLOADING AND INSTALLING THE APPLICATIONS:

1) On your iOS device, select App Store ll A :ll

2) Onthe Search tab, enter the name of the application you need to download (e.g., F5 BIG-IP Edge
Client or Jump Desktop).

&i‘ 15 big-ip edge client

< EStetworks, lnc.
‘_ l‘ F5 BIG-IP Edge... O INSTALL »

£
lﬁh’ W Lo B Ratings

} &Q jump desktop }
Phase Five Systems.
w ~Jump Desktop (R... ©siage »

7 .\ & PRatings

iTunes Store Terms and Conditions... iTunes Store Terms and Conditions...

@]

A
Search Updates

31 3 G Wil ATET & 3§ 1:08 AM 30% ™

&% F5 BIG-IP Edge Client

: Jump Desktop (Remo...

Phase Five Systems m

# W % % 8 Ratings
Leave your laptop behind, Enjoy the freedom to
work from anywhere,

F5 Networks, Inc.

The BIG-IP® Edge Client™ application from FS
Metworks secures and accaleratas mobile device

i7 8 Ratings

accass to antarprise networks and applications

uslng SSL VPN and optimization technologies.

Accessis provided as part of an enterprise

deployment of F5 BIG-IP® Access Policy
, Ed y™, or

VPN solutions.

T S5

BIG-IP® Edge Client™ for i0S Features:

- Provides accelerated mobile accass when used
with F5 BIG-IP® Edga Gateway

- Automatically roams between networks to stay
connected on the go

“Best App for Remote Desktop control®
... O'Reilly's "Best iPhone Apps"

Jump Desktop is a remote desktop application that
lets you cantrol your computer fram your iPad,
IPhone or IPod Touch. Compatible with both RDP
and VN, Jump Desktop is secure, reliable and very
easy to set up. Features include a streamlined user
interface that gives you the bast possible remote
desktop experlence an any of your maobile devices.

Easy setup and refiable:
Jump Desktop is very easy to configure; anyone
can do it! Just visit: hitp.fwwe jumpdesktop.com




PART Il - ACCESSING OAG NETWORK REMOTELY:

1) Tap onthe F5 Edge Client application on your iOS device.

Edge Client

2) Tap Configuration, and then tap Add Configuration.
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Choose a Configuration...

Add Configuration... >

Support

Edge Client User Guide

Report a Problem

Configuration None »

About

Status Disconnected

Server configuration not found.
Tap Settings to add a configuration.

i

Connection

3) Type in the following information:

Description: AGnet
Server: Agnet.oag.state.va.us
Web Logon: Slide the switch from "OFF" to "ON"
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Cancel Cancel

Configure

Description

Configure

Description AGnet

Server

Web Logon
Use Certificates
Username

Password

4) Tap Save.

Server Agnet.oag.state.va.us

Web Logon

Use Certificates

Username

Password

Configure

Description AGnet

Server

Agnet.oag.state.va.us




5) Tap Connect and wait until the F5 Logon page appears.
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6) Enter your OAG user ID and password, and tap Logon to access the Secure F5 Remote Access
Server.

7) Atthe Windows Credentials login, enter your OAG user ID and password again, and tap OK to logon
to the OAG network.
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After successfully logging on to the remote access server, your virtualized desktop will appear. You
will have access to the following applications:

Outlook 2007 Email

Microsoft Office — Word, Excel & PowerPoint
Leave Report

AG1

Internet Explorer

Adobe Reader

QWS3270 (Mainframe Emulation)

You will also have access to your shared drives on the network.




9) To access your shared drives for the first time, click on Start, then My Computer, and the Network
Drives will appear. You can create shortcuts on your virtualized desktop so they will appear for you
on all subsequent remote access connections, if desired.
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10) To access your Outlook email for the first time, click Microsoft Office Outlook 2007 desktop icon to
begin the Outlook 2007 startup process.




12) For the Account Configuration, select Yes, and then click Next to proceed.

Account Configuration

E-mail Accounts

ou can configure Outlook to connect to Internet E-mail, Microsoft Exchange, or
other E-mail server. Would you like to configure an E-mail account?

< Back Next > Cancel |

13) Your account information will populate automatically in the Add New E-mail Account field
to continue.

Add New E-mail Account

Auta Account Setup
Clicking Next wil contact your s-mail server and configure your Internet service provider or Microsoft
Exchange server account settings.

E-mail Address:  |kRathod@oag.state. va.us|

Example: barbara@contaso com

I™ Manually configure server settings or additional server types

< Back Next = I Cancel

14) Once your account has been successfully configured, click Finish.

Add New E-mail Account

Dnline search for your server settings...

Configuring

Configuring e-mail server settings. This might take several minutes:
"  Establish network connection
\/ Search for KRathod@oaq.state.va.us server settings
 Logontoserver

E’: aour e-mail account is successfully configured to use Microsoft Exchange.

™ Manwally corfigure server settings

I Finish Cancel |

. Click Next

You email account will open, and you will have access to your full mailbox on the Exchange Server,
as well as your archive and .pst folders on the network.




15) When you have completed your work and are ready to disconnect, please log off from your virtualized
desktop by clicking Start > Log off. A dialog box will appear displaying the "Remote desktop was
closed."

Remote Desktop was closed

The computer has closed the
remote desktop session.

16) Tap on F5 Edge Client, and click Disconnect to logout of the VPN.
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Note: Users will be logged out of F5 after 15 minutes of inactivity. Session inactivity timeouts are part of
the OAG standard data security practices.

If you have any questions, please email Help Computers




